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1 Introduction

This book demonstrates how to take an idea to reality in the rapidly changing world of open source
technologies and cloud computingind it does so by tackling an idea that has the potential to make a
difference by rating the accuracy, neutrality, and honesty of news organizations.

In modern IT environments: asynchronous replaces synchronous; virtualized cloud resources logically

replace servers made out of metal; and fixed has been replaced by elastic. The Technology stacks have
0502YS Y2NB O2YLX SE 6KAfS AYRAQGARdAZ f GSOKy2f23AS4
tough world out there, but it is still possible fosenall, highlyskilled team to work miracles. And

perhaps more importantly, smaller organizations can have a lightctmt infrastructure that allows

GKSANI GALISOALFET F2NOSa¢ L¢ LINRPFSaairzylfa (2 1SSLI ¢

Unlike books and articles that focas a single technology, this document describes and demonstrates
how to utilize many of the latest opesource technologies and processes to create a scalable,
extendable, lightveight, software solution. This book serves as a blue print that smathaddim size
organizations may use to architect, design, and build software using powerful open source tools and
technologies. In other words, this book is an example of how to glue all the parts together.

CtKA& 0221 Ffaz2 F20dabES2K2aé6aS pEKevlI tS8§avadygabaia
SYGSNIINR &S aeaidsSyQa O2YLRySyGao ¢t KdzAz @8 OKy2f 238
should find this book useful. And we include some business analysis also. Using the latest combination

of technologies may be gregtbut it has to make sense from the business side.

Make no mistake; this book is not abstract. We start with a lofty @igeen walk that idea through the
businesgequirements architectural design, implementation and solution deployment. We also setup
the environment pieces that every team needs to keep building great software using a fatstiery
approach. This book presents a complete clbaded, open source solution thanyone may replicate.

I F R Sy2dAK 2F GKS 06A3 LAOGIINE addzF ¥K DNB I GH { 2
REST, Sprigpot, Scalable Vector GraphicBl TML5, CSS3query, Jquery Mobil&ubversionNexusand
Gradle into the AWSa@ld.
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1.1 Vision of YouRateNews

dYouRateNewssis a Web 2.0, Nier cloudbasedweb site. Each relevant technology is discussed in
more detail as it is introduced into the overall architectur€.2 NJ y 2igtrbdudetBdicOngept.

You can rate a restaurant where thousands of people of have dined. You can rate a hotel where
hundreds of thousand®8 ¥ LJIS2 LX S KI @S &adGF&@SRX odzi @2dz OF yQi NI (
read¢ until now. This application enables usersrttie the quality of press coverage so that ttog

ratings go to the begburnalists and news organizationBistead of a standard staating system, these

newsratings enable users to cast their opinion regarding the quality of the work as well as on the

arth Of S&aQ f ST ik NanAKflag atiklés asPake nesl NI G S N&

Thecumulativenewsratings draw a clear picture of how well press organizations and their authors are

doing. The quality of news coveragecomesapparent by rating how fair or sieed news coverage is.

This 46year-old author has been hearing about media bias since his early tekrs y QG A {that- 6 2 dzi
we have a mean® quantify it.

The ideacanmake a difference.These ratingsnayinfluencesomelJS 2 LJ S Q awh&&tgeta A 2 v a
their news. And ultimatelyyouRateNewwill make a difference by driving news coverage towards a
truthful andbalancedcenter. Well, this book architects, designs, and implements a esmwting app

with this ideological goal in mind.

1.1.1 Justification

The press has been called the fourth branch of government. It maintains the sacred duty to uncover and
expose corruption and injustice. But the press is not subject to the checks and balances of American
government. Individual political leaningsirporate leadership agendas, and other hidden forces can

skew the newsNo government agency or entity can force the free press to be fair, honest, and focus

on presentingbalancedmeaningful information.

Lid Aa GKAA& I dzighasthuality prési obverdge is ietkalin spir€.iS possible for

news organizations to cover news events so that no political slant is apparent. The most respected news
organizations and their journalists throughout modern history are known for theimdag in covering

the stories of the day. Reporting facts and events wéhtrality andfairness is the part of journalism

that elevates the profession to a noble calling. Skewing storieshidtten agendas anguestionable
information takes journalisnnto a dark place.

[ SGQa y20 3SG 22 ARSI{AAGAOOD W2 dzNy It Aada | NB LIS
witness- and by the slant demanded by their parent news organization. It is unrealistic to demand that

all news coveragbe without a perceived slant to the left or right. Left or Rigbaning journalism can

still be good. However, it is without question that the quality of journalism diminishes as it is watered

down andskewed with political ideologies and hidden agendas
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And getting back to the technology focus on this book, the question is: What mai@grtechnology
innovations might encourage our free press to be a focused and fair?

2 SQff NI UGS LINB & a-soOrging Gpplicaich. By mlibviing the gediildido rate

press coverage on an artidbg-article basis, we can recognize the best news organizations and the best
journalists. We can also identify the opposite€rowd-sourced ratinggan measure perception (reality).
And the results wiltertainly be better than the confrontational muslinging that seems to dominate

iKS

LREAGAOIE a0SyS |G GKS GAYS 2F (GKA& 0221Qa 6N

1.1.2 Where the idea can go

LT AGQa ¢2NIK R2 kighE Thisiakfntanhoti frdhe YoaRdiNewsre2td ggid

traction on the open internet. But, he can suspend disbelief and give it all he has in the attésfie
IANBIFGSad 9y3atrak GSIFOKSN LQ@S SolkeMNary Sfaw ideasdml (2 al
thoughts2y G KA A ARSs$u€dss LRGSYGAlf FT2NJ

T

There is nothing really like thég the time of this writing This is a simple rating (or voting)

system that can compile a score that ramiesvsorganizations and journalistWith general

idea acceptanceahe ratings could become something that organizations and journalists work

T2 N LG ¢62yQiG 0SS | tdzf AGT SNIt NAT S o6dzi Al YA3IAK
The endless polls that occurred during the 2016 Presidential Election cycle missed the mark in
shockingashion. Regardless of your political affiliation, the Trump presidential election results

were stunning. A tool to track public opinion in a different way may improve the current failing
approaches. Even if this tool were to gain wide acceptance dttiyansingle groupn the

political spectruny; then it can still provide actionable, retilne information on that group.

ale@osS GKS G22f R2SayQid NBlIftfe YSIFadaNBE GKS oAl
overall public opinion. A tool that dodsis is reatime would have measurable value.

Users rating articles in real time allows the site to track bias in realaimleover time Surveys

have been conducted with the goal of measuring press bias. These results have been compiled

into snapshts-in-time bias estimatesYouRateNewsacks press bias (or perception of bias)

over time. For example&;ouRateNewmight uncover that press coverage is moving further to

GKS fSTO Fa | NBadz G 2F | O2y T NRGfthe hdigheyel t  NB € |
focus on press coverage may move bias more towards a neutral center. With enough input

from the public, the site can track bias and perception of bias using real numbers and an
understandable grading system.

Users can rate news articlas fake on the site. When enough legitimate users declare an

article to be fake news, then this site can say with a high degree of certainty that an article is, in

fact, fake. This information opens the possibility up that news organizations coulgpliiokthe

AA0S NBY29S tye FL1S ySsa GKLG | OOARSYGLHEE& a0
facto standard for identifying fake news articles would opemuyitiple possibilities.

| 2dzyGf Saa | @SydzSa | NB | @ kdiaf Howele§ hefle arbldholad@auest S G 2
by which one can rate the medigth meaningful metrics One can bash the media with

QX
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YouRateNewsutthe overridingidea is based on the belief that most users would be honest
people interested in making fair assmets. The bashers can go elsewhere to express their
outragein writing. Still,in recognition of all the angry people out theidéguRateNewkas a

YSOKIyAaY G2 SEtAYAYIFGS daolaKSNE NIGAy3Ia FNRY Y

the sources of noise to get to the truth. The simplicity and clarity of the idea can win out.
1 This idea is not overwhelmingly large. The base of users whtvactually submit ratings is
small. In many Internet ecosystems, only one implementatifran idea canhrive and prosper.

Ly GKS ySga NraGAy3da aLl O0Ss GKSNB Aa y2 O02YLISGA
like this, the firstimplemeid | G A2y aG2dzi 2F GKS adl NlAy3 of201a¢

And since the space for this inevitable idea has not yet been occupiuwhy should it not
succeed.

1 If people,journaliss and news organizations accept the idea, then news orgdinizs could
have rating links after each article on their respective websit¥tsuRateNewsaybecome the
neutral 3¢ party rating site that allows users to rate the news. Adding these links to news

2NBFYATFGA2YyaQ 6S04aAGSatmen2tdziuddity RBnaliBnyAgdinithell S G KS A

markethasnot filled this void.

1 Journalists also get ratings on the site. Journalists could also use hisnewssatings to
promote their work.

1 With a certainlevel of acceptance, then thate could genera ad revenue and become a self
sustaining entity. This ad revenue would sustain its growth.

1 1 am guessing that00,000 unique visitors have dined at the Jib Jab Restaurant in Girard, Ohio
over decades afs existence. They have 46 reviews on Yelp. B&aN159 million visdrs in
February 2017. And none of dgticles are rated. There is no dishonor in rating great hot dogs,
but perhaps it is time that news reports should be elevated to the same level.

1 If just 1% of the 1% newankie population occsionally participated by rating articles on
YouRateNewdhen the site would be gathering more accurate information than Nielsen Ratings
ever could And the site is minimalistcd KS 321 f A& G2 NBRdz2OS (KS
can get in, rateand get out on a regular basis.

I Thisideais due. At the time of this writing, America has a President that openly attacks the
press. This idea would enable the best news organizations to counter his claims. However,
journalistic bias is nothing newAnd as journalistic bias grows, it waters down the truth. This
site rates journalists and news organizations as the best when they focus o1q)nédjty
journalism without the bias. With widespread acceptance, this type of rating would have the
effectof improving the quality of newsAnypressure to elevate journalistic coverage to its
noble calling is a good thing.

1.1.3 Focus on Technology

Regardless, this is a book on employing fddireed, open source, cloud technologies. The underlying
newsagency crowesourcing idea is secondary. The goal here is to implement an original idea that is big

aai

enough to justify a full stack clodshsedsalzi A 2y |y R avYltf Sy2dzaK (2 02@SN

get started.
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2 The Requirements Sprint

YouRateNewdoesthe following.

1 Presensa home page that quickly introduces the concept and presents links for users to participate
on the site

1 Allowsa user to establish and update an account. (Account management)

Allows a loggedin user to rate news Articles (Add Ratings)

1 Enableall users to view and query the current Ratings of Various News Organizations and
Journalists (View Ratings)

=

The above requements may not seem like mugho dzi A G0 Q&a | OQldzr t €& jdzZAdS | oA
separate parts or modules ttie YouRateNewapplication.

Visualizing Requirements:

The requirements above require a bit of elaboratign.S tigdalize these ragrementsto add
simplicity to a complex subje¢t ¢ KS o0Sail odzaAySaa lylfead LQBS S@S
Balsamiq (www.balsamig.com). This product is a wire framing tool that enables you to rapidly build

Y2 Ol dzLJa @ 2 SQf fasduickbas fokshiz B ordept®flustziodd the requirements.
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2.1 Home Page

Figurel

You Rate News

O ® x Q [http:Hwww.youmtenews.cum
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Search Ratings

"Press Meutrality!” is a crowd-sourcing app for rating the news. The idea is simple:
Rating the news on an article-by-articke bosis enables us to identify the best and
the worst news organizations. High-quality journalism, foke news, stores slanted to
the left or right - you can rate it here guickly and easily Get Storted .

— Trending
CHM Justice Department tellz all remaining Obama administration . Wiew Rate It
MSNBC: Donald Trump's threat to history .. View  Rate It
Fox Mews: "1 DID NOT RESIGHN™: LIS Attorney Preet Bhororo is fred .  View  Rate It
Drudge Small-town judge punished because of her refigous belbefs. View  Rate It
ABC Mews: GOP health plan risks backlash from senicrs View  Rate It

Figurel shows theYouRateNewsoncept. First, the site introduces the user to news organization

ratings. The ratings show the highest rated news organizations based on yandsteutrality using

scoring systenanalogous tdhe US education system. Second, the site presents search links that enable

users to perform precise searches. Third, the site presents a brief text that introduces the basic concept

of the site. Finally, the site presenisis that enable users to rate news articl&he overall layout is
minimalisiccRS&aA 3y SR (2 &AdzLI2 NI GKS aAidSQa aAvyLit S 321 fa

2.2 Account Management
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The first part othe YouRateNewapplication is concerned with User Accounts. The account

management section of this application allows a user to establish and update an account. The account
management requirements are straight forward and contain no big surprises. The mockups below show
the simplicity of the application. The descriptions relalso introduce the attributes the account
management attributes that are captured.

Note: Once an application reaches a larger user group, then enabling users to login using their Facebook
or LinkedIn account credentials is recommended. But this ligbliGation will stick to the old school
approach.

2.2.1 Account Managementi Sign Up

The YouRateNevepplication allows users to rate news articles. In order to maintain the integrity of the
ratings, we need to have a verified user. But this is light web application, and initially the account
security requirements are not high as they might be on akbanpweb site. So, the goal is to collect just
enough information from the user to identify thegand no more.

17



Figure2

<J Q x Q [http:waw.foumtenews.cnm ] (q j

You Rate Mews - Sign Up

" m g
' 4 N
o %

You Rate News

Sign Up

First name | ] Last name

Ermail address

+1 ]LMGb-ﬂE phone number

Password

Retype password

[[] 1egree o the Terms and Frivacy

Submit I

Already have an account?  Sign In

by Vudnsiiy

The application captures the following information as seeRigure2:

User Account Attributes

T
T

1

First Name, Last NameBasic information to identify and customize the user experience.

Email Addres¥ ¢KS SYIFAf 2F (GKS dza SN ¢2 1SSLI AG aa
dZASNJ OFy aGF NI NIGAy3I ySsa FNIHAOtSas GKS SYI At
is good enough for a small application.

Mobile Number. This optionbpiece of information. This information may be useful later on for

more sophisticated security.

Passwordf 2S0fft aG2NB (KA&a AYTF2NXNIGA2Yy Ay 'y SyON

In addition to the visual attributes, the user account has additional attributels aac

I Account Disabledindicator which states whether account has been disabled for malicious

activities

18



1 Disabled Comment€Explanation of why account has been disabled
9 Trusted User:Indicates whether the user has heightened trusted status

2.2.2 Account Managementi Signin

TheYouRateNewapplication allows users to Sign in. Nothing fancy here. Note that the simplicity of
0KS I LILIX A Ol A 2y Qx ashktgimdifleFupporSor Hoth dekkyopsylg irdwsey |
applicationsandmobile devices.

Hgure 3

You Rate News - Sign In Page

<J Q x Q {http:waw.youmtenews.com ] (q j

- = T
r 4 N
I | %

You Rate News.

Sign in

Enter your email address

Password

|:| Stay Signed In Forgot Possword?

| Submit I

Dien't howe an account?  Sign up

by Vudﬂsiiy

2.2.3 Account Managementi Forgot Password

The application uses the old school, password reset approach. The user enters his/her email address.
Once the user submits the email, then the system informs the user to check his/her email. The system
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sends a password reset email containing a passwesdt link. The password link expires after a set
amount of time, say two hours, for security reasogjure4 shows the entry point.

Figure4

You Rate Mews - Password Reset Page

<j Q x Q { http:// www youratenews com ] {q j

” “m T
r k.
o L

¥ou Rate News
Let's get you into your account

Tell us your sign-in email address
e have a password reset link sent
b you

Sign-in email address

Submit I

Remember your password again? Sign in

vy Wadosity

2.2.4 Account Managementi Password Reset

The application reset seems obvious, but under the covers, it can be a bit tricky. Once a user chooses to
KFE@gS + NBaSi LI aag2NR fAy]l asSyid G2 Fy SYIFAf | RRNB

eEl YLX S 6SQft ySSR (2 OFLIGdNB (KS F2tt2¢Ay3 | iGN
Password Reset Request Attributes

Request Id A unique identifier

Email AddressThe email address associated with the request

Submission TimeThe time stamp indating when the request occurred

Status A value indicating if the link was sent, if the link was clicked, if the password was
correctly changed, etc.

=A =4 =4 =
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Figure5

Lt

¢

¢

&
QX

QX

i2 oS

Ol

You Rate News - Sign In Page

<J E> x Q [http:a’!www.foumtenewsmm

) @)

You Rate News

Reset Password

Enter your new Password

Retype Password

Already hove an account?

Submit I

Signln

by Vﬂdns_ii}\

2.2.5 Account Managementi Logging Events

In any modern implementation, significant attention needs to be given to security. Thus, this
application will capture log in events. Specifically, the following login event attributes are captured.

Login Event Attributes:

=A =4 =4 =4 -4 4 -8 4

Id

UseQa SYIFAf I
Type of event
Logtimestamp

Event timestamp
Application Version
Application addresf@ocal device identifidr
User's IP address

pul
pul
p

9p)
Qax
Qax
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9 Description

2.3 Rate-an-Article Requirements

Loggedin users rate news articles The YouRateNevepplication. Thé&igureé mockup shows the
basics of what the application captures. An article rating includes the following attributes.

Article Rding Attributes

Id

Article URI¢ the link to the news article

Theratingc KS dza SND& NI GAYy3 adzOK Fa a1l AIK vdzZh tAGeEST
Article Titleg the title of the article

New Source the organization that ultimately published the article

Author¢tK S F NI A Of SQ& F dzi K2NDb ao

Publishing Date

= =4 =4 4 -4 4 A
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Figure6

You Rate News

O o x Q [http:waw.youmtenews.cnm ] (q }
RN

Wou Rate News

Rate an Article

Copy and Paste your news article's URL

{0 High Quality (A - Excellent)

D Leans Left (B - Good)

l:! Leans Right (B - Good)

1:! Far Left (T - Average)

{O) For Right | © - Average)

l:! Far Left - Shallow, Inoccurate, or Unfair ([ D - Poor)
l:! Far Right - Shallow, Inaccurate, or Unfair { D - Poor)
1:' Far Left Fake news (F - Fai)

{O) Far Right Fake news (F - Fail)

MNews Article Title

MNews Source (Associated Press, CHMN.com, etc.)

Article's Author(s)

Publishing Date | /7 / E

| Rate It! I
by Véi'c-:!c:rsiiyl\n

In addition to the attributes visualized Figure6, an Article Rating also includes the following hidden
attributes.

Article Rating Attributes (continued)

Request Id A unique identifier

Email AddressThe login email address of the usating the article
Submission TimeThe time stamp indicating when the request occurred
Status A generic attribute to capture metaformation

=A =4 =4 4 =4 4

Trending StatusIndicates whether thaurticle is currently trending.
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1 Is Attack Indicator that states whether the article rating appears to be an attack on the
author(s) or press organization.

2.3.1 Rating a PreviouslyRated Article:

If another user has already rated an article, then the titleysaource, author, and publishing date have
already been defined. In this case, the logged in user simply selects his rating and submits it.

Figure7

You Rate News - Rate an Article Page

<J $ x Q {http:waw.fcumtenews.cﬂm ] (q j

Rate an Article '.“.\ "‘

by You Rate News

Link: UBL Link to a Previously-rated news article

() High Quality [A - Excellent)

l:' Leans Left (B - Good)

D Leans Right (B - Good)

I:l Far Left (G - Awverage)

{0 For Right | © - Average)

D Far Left - Shallow, Inoccurate, or Unfair [ D - Poor)
D Far Right - Shallow, Inaccurate, ar Unfair | D - Poor)
I:F Far Left Fake news (F - Fai)

{O) Far Right Fake news (F - Fail)

Title: Title for previously-rated news article

Mews Source: (Associated Press, CNMN.com, etc.)

Author(s):
Publishing Date:

| Rate It! I

2.3.2 Note on No Commaets

Online ratings systeroften pair ratings withusercomments. Numerous avenues exist for users to make
comments about news article$he YouRateNevepplication will not collect comments initially. The

intent is to minimize the amount of time a loggddy’ dza SNJ aLJSyRa NI} GAy 8¢l ySga
2y @2GAy3 RI& (KS dASNEQ R &Withoithe goimentad Ao, f £ A SR 2
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minimizing the time a user spends ®he YouRateNevgste encourages repeat visits. The ultimate goal
is to determining the most legitimate news soesg and not to entangle users into lengthy debates
about one article.

2.3.3 Ratings Results

The system directs the user to the ratings results after the user rates a news diftiziearticle has just

one vote, then we showhe news organization's ratingsaeen irFigure8. [ the article has more than

one rating, then wesow the article's ratings. Thatings are compiled usinge US education system

analogy. Thiais to say, a excellent article get an,Aood articles get a Bnd so onOther sections of

GKAA&d R20dzYSyid RSaONAR O Sa {i&iSS éR SHIO ANJaYy 2F G KS aSRdzO!I

Figure8

You Rate News

O tj x Q [http:Hwww.youmtenews.cum ] (q }
Search Page -;f\ \.

You Rate News

- CNN's rating is a B+ (3.4 out of 4) with a slight left leaning

High guality (Excellent) —
Leans Left (B) L I

Leane Right (B) D

Far Left Agenda (C) :

Far Right Agenda (C) D

Far Left Shallew, Inaccurate, or Unfair (D) -

Far Right Shallow, Inaccurate, or Unfair (D) -

Far Left Fake News -

Far Right Fake news (F) .

@57.':':; WS BOUrcE oF journakst __')l Add I 1 year |»

by o d D;_Ii'?l"\-
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2.4 Trending and Trusted User Requirements

With so many news articles and other new media items out there at any given time, the likelihood of
people simultaneously rating the same article will be initially low. To improve the ability of multiple
users to rate the same articles, we introduce anting section.

Figure9
— Trending

ChHM Justice Department tells all remaining Obama administration Wiew Rate It
MSNBC: Denald Trump's threat to history e Rate It
Fox Mews: "1 DID NOT RESIGN™: US Attorney Prest Bharara is fired e Rate It
Drudge Small-town judpe punished because of her religous bebefs ] Rate It
ABC Mews: GOP health plan risks backlash from seniors Wiew Rate It
More

TheFigure9 mockup shows the basics of the Trending interface. Trending articles show the news
a2dz2NOSzE GKS ! NIAOES GAGES>Y fAyla G2 SylroftS (KS dzi
to rate articles.

2.4.1 The Danger of Trending

A simplistic aproach to trending would be to just show a list of the latest articles that have been rated.

| 26 SOSNE (KA& ¢2dzdZ R 2LISYy dzZlJ GKS Ll2aaroAirftAiide GKI G
GYFf AOA2dzaé¢ | NIAOES (2 RAa&NMedite aifdkSnewis/arick with the 2 NJ SE |
GAGES 6o Daal Xay3a GKS aflGSad Aa GNBYRAYy3IE | LILINRBIEO
K2YS LI 3S F2NJ I+t G2 asSSo CKS aAGS 200A2dzate Ol

2.4.2 Trending Rated Articles must be trusted

The Crowesourcingthe YouRateNewsitel £ f 2 & F yeékl ff dzzaSNRa G2 O2YYAL
automates the crowesourcing as much as possible. Still, human intervention is needed for the above
mentioned reason. So, a smaller group of teasusers will be given the ability to review content. The

trusted user has the following abilities:

1 Mark newlyrated articles as trending
1 Flag ratings that are bogus
1 Flag malicious user accounts

FigurelOdemonstrates the Trusted User Admin screen concept.
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Figurel0

You Rate News

<3 Q x Q [http:waw.youmtenews.cnm ] (q }

?'/ \ \i Trusted User Admin Screen Helle Jane (Trusted User)
You Rate News

- Recently Submitted Ratings

Link to Article Submitted by Update Status Btotus Date Stotus Set by
Trendi

JM2I2017 - MM Justice Department tells all .. jgordon@xyz com rending | w JM3/207 jone@wyz com
Valkd
Trending

332017 - MENBC: Donald Trump's threat tpink @xyz com Bogus IMI20T7  jone@uyz com
Malicious

2017 - Fox Mews: "I DID NOT RESIGN™ US . reeoman@xyz com  Vald JM3/207 jone@wyz com

052017 - Drudge: Small-town judge punished .. jseomon@xyz com Bogus IMNI20TF  jone@uyz com

/92017 - ABC Mews: GOP health plan riska.. h.meyer@xyz com Malicious 2017 jane@yyz com

€ Pogeiofe.

By Vcd;:}siiy;

Rated Articles require the following additional attributes:

I Status Indicates the status of the article.
o Valid: Indicates that the rated article is a valid review
0 Trending Indicates that the rated article should appear on the site as a trending article
0 Boguy LYRAOIGSa 6KSGKSNI I NI desidentlURI A Of S A &
completely fake, etc.)
o Malicious Flag Indicates whether a rated article has been added to the site for
malicious reasons
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0 Sponsored Indicates whether a rated article is a sponsored article. If it is, then it has
no business being rategland will not be included in statistical ratings. This is
STTSOUA@Ste 2dzad | adzoOlFGS3A2NE 2F aG. 2 3dza
§ Status By Indicates the user account thatilai dzLJRIF G SR GKS | NI A Of SQa&
9 Status ExplanationAllows the trusted user to explain his reasan flagging an article as bogus,
malicious or sponsored

2.5 Rating Summary Requirements

2.5.1 Three Types of Users

YouRateNewwiill have three types of external use First, viewers coming onto the site will want to
quickly view rating statistics and move on. Second, raters will come to the site to rate one or more news
articles. Lastly, trusted raters verify that incoming ratings are valid. This requiremexgtrnsrihe first

group of userg viewers.

2.5.2 Rating Summary Chart Concept

The main site has a chart that shows summary rating results. Showing the statistics on all news
organizations would make the chart too busy. So, we represent the overall resalthart similar to

Figurell.

Figurell
- Rating Surmmary of Top News Organization
Left Honest & Right
Leaning Balanced Leaning
4.0
A
L 35
a1 i az
r—rm
] e
23
20
c e B
D 0.8
0.7
F I
Ezsquire Huff Post Wash. Post  CHN WEJ Mot Rew Fox Mews Breitbart Pelitico

The chart fulfills the following requirements:

1 The Rating summary chart itself will be a web link to a more powerful search page.

28
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1 The chart rates news organization using a US Education System style scale. The best
organizations get an A and the worst get an F.

1 Each rated news organization gets amaric grade consistent with the US education system
style. Forexample,anr®dl G Ay 3 gAff O2NNBaALRYR (2 hatngdn & 3IANI
has a grade point average below a 1.0.

1 The chart shows the tepated news organization. The tepted news organization is the one
with the highest ratings.

1 Each news organization in the rating summary chart needs to have a numerically valid number
of legitimate ratings.

1 The chart shows the top three ranked news organizations. (like the Olympics)

1 Thechart shows 1 or 2 left leaning organization rankings as well as 1 or 2 right leaning
organizations.

1 The chart shows poorsanked news organizatiorgsideally one on the right and one on the
left.

2.6 Rating Calculations

PaAy3d GKS ' { S Rdia@ (raiing)ystend as a stdhdam introdulds some common sense
into the scoring system. Each rated article can get a rating. Each articles author(s) also get rated as the
news articles get rated. These individual article ratings enable the news samatés journalists to

have an overall rating. This section concerns itself with the calculation of these ratings.

2.6.1 Converting Ratings to Numbers

When a user rates an article, he has the following choices.

High Quality (& Excellent)

Leans Left (B God)

Leans Right (BGood)

Far Left Agenda (CAverage)

Far Right Agenda CAverage)

Far LefiShallow Inaccurate or Unfair CPoor)
Far Right Shallow Inaccurate or Unfaiig(Boor)
Far Left Fake news {H-ailure)

Far Rightake news (E Failure)

=A =4 =4 =4 -4 4 -8 -4 A

These ratings convert to numbers as follows:

High Quality (& Excellent) = 4.
Leans Left (B Good) = 3.0

Leans Right (BGood) = 3.0

Far Left Agenda (CAverage) = 2.0

=A =4 =4 =4
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Far Right Agenda (CAverage) = 2.0

Far LeftShallow Inaccurate or Unfair 2Poor) = 1.0
Far Right Shallow Inaccurate or Unfaiig(Poor) = 1.0
Far Right Fake newsFailure) = 0.0

Far Left~ake news (E Failure) = 0.0

= =4 =4 4 A

The only notable difference from the expecteating to number conversiois the 45 assigned to &igh
Quality (Ag Excellentyating. This heightened value allows the average rating of an artici&ayon the
A-range. (See calculations below)

2.6.2 Converting Average Numbers to Ratings

Just as individual ratings are converted to a number, the average rating narfdrean article, news
organization, or journalist are converted to a rating. The following average rating scale is proposed:

Greater than 25 = A+
4.0¢4.25= A

Greater than 3.5 and less than 4.0= A
From 3.25 to 3.5 =B+

From 3.0 to less than 3.25B
From 2.75 to less than 3.0 =B
From 2.251t0 2.75 = C+

From 2.0 to less than 2.25=C
From 1.75to lessthan 2.0=C
From 1.25t0 1.75 = D+

From 1.0 to less than 1.25 =D
From 0.75 to less than 1.0 =D
Below 0.75 =F

= =4 =4 =4 -8 A4 -4 —a -4 -4 -4 - -9

Note that the average rating is more precise (A+geR.) than the ratings that an individual user makes
o!/'Y . /2 5 2NJCuvo ¢KS 321Kt KSNB Aa (2 1SSL) (KS
decision between an A or a Bni®re straightforwardthan deciding between an-Ar B+.

2.6.3 Example Calculations

2.6.3.1 A Very SimpleRating Calculation Example

Imagine Article A has two ratings, an A and a B.
Thetotal score is: 4583=7.5

The average score is: Total Score divided by the nuofhatings =7.5/2 =3.75
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The 3.75 score converts to anrating

2.6.3.2 A normal example

Imagine Article B has ten ratings: A, A,B,B,B,B,B,C,C, F
The total scoreis: 4.5+45+3+3+3+3+3+2+2+0=28
The average score is: 28/10 = 2.8

The 2.8 score converts to a B

2.6.3.3 Left/ Right Calculations on a normal example

TheB- does not tell the whole storyThe YouRateNeveystem also enables usersrtte articles as
fSFYAYy3 £STG 2N 2 GKS N 3 HReéningto theeleftbrighna OF £ Odzf F G S

The complete Article B ratings are: A, Ald&t, B- left, B¢ right, B¢right, B¢ right, C¢ far right, C¢ far
right, F¢ far right

The left/'right leaning is calculated separately. Té#/right scorings for individuaiatings are as
follows:

High Quality (& Excellent) 6

Leans Left (B Good) =1

Leans Right (BGood) =+1

Far Left (& Average) =2

Far Right (G Average) =2

Far Left Shallow Inaagrate or Unfair (O Poor) =3
Far Right Shallow Inacurateor Unfair (Dg Poor) = +3
Far Left Fake news (E Failure) =4

Far Right Fake news (E Failure) = +4

= =4 =4 4 -4 4 -8 -8 4

The totalleft/right score is:

A = 0
A = 0
B¢ left = -1
B¢ left = -1
B¢ right = 1
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B¢right =
B¢ right =
Cc far right
Cc far right
F¢farright =

ANONPRP PR

The total score is: 9

A total left/right score greater than zero indicates a leaning to the right. A total score less than zero
indicates a leaning to the left.

The averagéeft/right score is9/10 = 0.9

2.6.4 Meaning of Left/Right Scores

Example calculations are presented in Sec8dh3 The averagéeft/right scores arentuitive. Section
2.6.3.3calculates amverage left/right score of 0.9The scores lean to the democratic leftlessthan-
zero kft/right score is a clear indicator of ratingsat lean left. Agreaterthan-zeroscoreindicates a
leaning to the right. Figurel2 shows the general concept of ranking news articles from far left to far
right.

Figurel?2
-1.0 -0.25 0.25 1.0
FAR LEFT ! LEANS ! NEUTRAL ! LEANS ! FARRIGHT
: LEFT : : RIGHT :

Initially, the left/right average scores convert to the left/right rating as follows:

Less tharor equal to-1.0 = Far Left

Greater than-1.0 and less than or equal t8.25 = Leans Left
Greater than-0.25 and less than 02= Neutral

Greater than or equal t6.25 and less thari.0 = Leans Right
Greater tharor equal tol1.0= Far Right

= =4 =4 4 =4

2.6.5 Further Considerations on Left/Right Ratings

2KSYy | NIYGSR ySgéa 2NHI yAIT | adigkaph€, r&imgs thatziekesNia NI G A y 3
perfect are expected to bsoas a result of left or right leanings. In this case, it is unlikely that an

organization will have a neutral overall left/right ratinghe left/right score is an indicator as to whether

the rating will appear on the left of the chart or the right of tpelitical spectrunchart.
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2.7 Fake News Calculations

Another feature othe YouRateNewsite is its ability to identify fake news.

Any article with an F rating is a good candidate fongei fake news articlé defined minimum

number of legitimate raters need to rate a news article as fake bdfurer ouRateNewste can declare

it as fakelnitially, a minimum of 10 raters will have to have marked an article as fake in order for the
site to declare it as faké\gain, the 10 rater minimum will be a configurable system property that can be
changed as information comes in.

2.8 Calculated Ratings Attributes

Thesystem performs calculatiors ratings TheseCalculated Ratings capture:

Identifier ¢ a unique identifier for each calculation

Rating Date; the date when these ratings were compiled

Rated Article |d the identifier for the rated article

Rated News Organization d¢ahe identifier for the rated news organization

Rated Author Id; the identifier for the rated author

Calculated Scorethe number indicating the average rating score (e.g. 3.0)

Calculated Ratingthe rating (or grade) of the score (e.g. B)

Calculated Rating Standard Deviatiptihe standard deviation of the average ragi score
Adjusted Calculated Scocghe number indicating the average rating score (e.g. 3.0) which
NEY2@Sa abFddlr O1lSNE NIFdAy3Ia&

Adjusted Calculated Ratimgl KS NJ G Ay 3 02NJ INF RS0 2F GKS a02NB
ratings

Calculated Left/Righbcoreg the number indicating the left/right scorg.g. 0.5)

Calculated Left/RighRatingg the rating assigned to the left/right score (e.g. Leans Right)
Calculated Left/Right Standard Deviatipthe standard deviation of the left/right score
Adjusted @lculated Left/Right Scorethe number indicating the left/right score (e.g. 0.5) which
NBY2@Sa alFGiadl Ol SNE NI GAyYy3AE

Adjusted Calculated Left/Right Ratigthe rating assigned to the left/right score (e.g. Leans
WAIKGO SKAOK NBY2@Sa alFradlFrO1lSNE NIdAy3a
Is Aticle Fake; a flag indicating whether the article is fake

Number of Reviews the number of ratings that resulted in tr@alculatedscore

Earliest Rating Datethe earliest date of the ratings covered

Latest Rating Datethe latest date of the ratingsovered

= =A =4 4 = = = =4 =4 =4 -4 4 -4 -4

=A =4 =4 =
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2.9 Filtering Out Rating Q\ttackers éand/or (rrolls 6

This application measures public opinion via ratings. The simplicity of rating news articles provides an
avenue for attackers. Some will negatively rate articles for the exclusive purpose of attacking the news
organization or its journalists. For examp right wing attacker could establish an account and begin
ratings all articles on MSNBC as fakeuRateNewseeds a mechanism to address this.

Statistics provides a meansidéntifyingd I ( G I O &or é&khniplg, yrAgin® that twenty people rate

an article. Most of the raters for this article give the article a B rating singéritthful butleans left.

One ratergives the article a fake news rating. Since these ratings all have numbers attached, we can
calculate the standard deviation dfi¢ statistics.The ratings values outside of a systeefined set

ydzYo SN 2F adl yRFENR RSOAL (A 2 yFgurefdsBowdaStardard/b@lh R S NB R
shaped distribution curve. The idea is that we can identify and eliminate the outliers (attack) ratings by
cutting out the ratings that exceed a certain threshqlgay2 standard deviations

Figurel3
‘ 99.7% between +3 5.d. ><
il
}< G5.4% between 2 s.d. >{
}qﬁﬂﬂ% between +1 S.d.b{
5.d. = standard deviation
24.1% 34.1%
13.6% 13.6%
—/‘% M
-3 -2 -1 Mean +1 +2 +3
g.d. s.d. s.d. s.d. 5.d. 5.d.

2.9.1 Sample Standard DeviationCalculations on an Article
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For aa example set of ratingshe standard deviation is found by taking thguare rootof

the averageof the squared deviations of the values from their average vainagine thefollowing
eightratingswhere one user has decided that he just wants to attack the new organization for some
reasonc and declares the news article fake news

A, A A, A, B (left leaning), B (left leaning), C (far left), and an F (fake)
These eight ratings translate to thellbwing numbers:
45,45,45,45,3,3,2,and 0

These eight data points have the mean (averag®) of

45+45+45+45+3+3+2=+0 26 = 3.25
8 8

First, calculate the deviations of each data point from the mean,sgu@rethe result of each:

(4.5¢325f=1.25% =1.5625

(4.5¢3.25f=1.25% =1.5625

(4.5¢3.25f=1.258% =1.5625

(4.5¢3.25f=1.25% =1.5625

(3¢3.25Y=-0.25 085

(3¢3. 25f=-0.25 .0625

(2¢3.25)°=-1.25"=1.5625

(0¢ 3.25)°=-2.5=10.5625

Thevarianceis the mean of these values:

1.5625+1.5625+1.5625+1.5625+00625+00625+1.5625+10.5625 18.5=23125
8 8

The standard deviation is equal to the square root of the variance:

| 2.3125= 1520691

We can calculate the distance from the mean for each rating in terms of numbers of standard
deviations

(4.5¢3.25) /1.520691=1.25/ 1.520691 =0.821995
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(4.5¢3.25) /1.52069% 1.25 / 1.520691 =0.821995
(4.5¢3.25) /1.52069% 1.25 / 1.520691 =0.821995

(4.5¢3.25) / 1.52069% 1.25 / 1.520691 =0.821995
(3.0¢3.25)/ 1.520691=-0.25 / 1.520691 = -0.1644
(3.0¢ 3.25)/ 1.520691=-0.25 / 1.520691 = -0.1644
(2.0¢ 3.25)/ 1.52069F-1.25/1.520691 = -0.82199
(0¢3.25)/ 1.520691=-3.25 / 1.520691 =-2.13719

Figurel4graphs these standard deviation numbers against a typical standard deviation bell curve. The
attack rating (Q; F rating) has the largest standard deviatior213719.

Figureld

’< 99.7% between £3 s.d. _|
’- 95.4% between 12 s.d. —|

L68.3% between =1 s.d.

2 B ratings — i Mean is 3.25
: 4 A ratings
1 Crating
s.d. = standard deviation
4.1% 34.1
1 F rating
136%
| 21%
-3 -2 -1 Mean +1 +2 +3
s.d. s.d. s.d. s.d. s.d. s.d.

2.9.2 Standard Deviation Analysis
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l'3FAYyS GKS 321Kt Aa G2 StAYAYF(dS (GKSFigureddi O1 ¢ NI i
LINE GARSE a2YS AyardakKid 2y Kz2g (2 R2 (KAa®d to¢KS Y2
remove the ratings that differ from the average by a distance of 2 standard deviations

A
a

[ SGQa Aye2SOd az2yS O2 wW¥ey staimsh/ahigh degyee of seftainty thaf thdsé a A a

A ratings were not done with a malicious spigt.K I & A& (2 ale&x AAYLES Gdl Of €
Excellent) ratingsThus, &ack ratings will always have a negative standard deviation number. So, we

shoud always keep the ratings with a positive standard deviation. And we should use a-siefteat

threshold to cut attack ratings out of the calculatiohsthe case above, we might consider throwing

out all the ratings that have a standard deviation Idsm -2.

2.9.3 Recalculating without attacker ratings

[N
N
(0p])
Q

The above example article has a 3.25 average score. This translatestht &@B+6S NB Y2 @S
rating defined in the previous section, then we have seven (not eight) ratings

A, A A A Beft leaning), B (left leaning), C (far left)

Thesesevenratings translate to the following numbers:
45,45,45,45,3,3,2

These eight data points have the mean (averag®) of

45+45+45+45+3+3+2=+0 26 = 3.7143
7 7
The B+ (3.25 averagadljustedrating is now an A(3.7143).

2.9.4 Displaying Information without Attack Ratings

wSY2@Ay3 Gl Gdl 01 ¢ NI (A yThHisshad belintegrédd yato ¥i¢ sysfemovingR A T F S NB
forward. The search screens willhavearLJi A 2y (G2 & NB Y 2 @.5An Slterdad i that G 2 LIA Y.
GKS aradlFrO01é NIXldAy3a oAttt 0SS aavyLie NBY2OSR FTNRY

LG &aK2dzZ R 0SS y20SR (KFG arFaGidlrO01é NriAy3Ia RAFFSNI T
is one designed to disrupt the site in some way and is done with hostile intent. Bogus articles are

articles with links that do not appear to ekisa sign of user error. Attack ratings are ratings that

FLIIJSEFNI G2 0SS YIRS 6AGK (GKS az2tS AyaSyd 2F FaaGF O1A
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2.10 Ratings Search

Figurel5

You Rate News
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Search Page
e Hating Eurmary of Tap Newsz Drganization
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a0
A
LS a3
54 e a9
=
—
B3
. 23
C ] .
Sy iy e Sy
Exqure  FuM Foan Vassh Poat CRM WED B Res Foe Mg Brearr  Foltes

@

purnakiat 3|Mdl

1year |

@anuire @ Huffington Post @ Washington Pest @CNN
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2.10.1 Rating Search Capabilities

Therating search page fulfills the following requiremeatsseen ifrigurels:

T

=

When the user enters the search page for the first tithen the systemshowsthe userthe
home page results Otherwise, the system shows the user his/her last search results.
The user ca quickly search and add news sources or journalist to the search criteria.
0 The search box has autmmpletion. The system searches for results asynchronously as
the user types.
The user can just as easily drop criteria from the search.
The user can adgt the date range easily.
The user can select a detailed vigwdeally through the graphic.

2.10.2 Rating Search down to just one News Source or Author

Figurel6

G Q x {} [http:Hwww.ycumtenews.com

You Rate News

J:'\ =

i L} . .

! i Search Page Sign in
You Rate News

— Fating Surmmary

49

J.

Waw. P ZHH Wl Fox Hewa

@s:.'.':. ews source of journakist Dl A.ddl 1year |w
@Wﬁshingtnn Post @-CNN @Wﬁ" Street Journal @FI}I Mews

by Vﬂdc}s—ii}\
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Figurel6 shows the rating search page with four different ratings displayed. Note that the comparative
visual effect begins to disappear as fewer rated entities are shown. The comparative effect is
completely lost when just one ratinis shown. In this case, the system switches to the single rating
detail view. This detail view still shows the rating, the score, and the left/right leaning. The detail view
also shows the number of data points in the rating resufigjurel7 demonstrates the difference.

Figurel?

You Rate News

O O x Q { http:// www youratenews.com ] (q }

Search Page

Leans Right

— CHNMN's rating is a B+ (3.4 out of 4) with a slight left leaning

High guality (Excellent)

Leans Left (B)

(B

Far Left Agenda (C)
Far Right Agenda (C)
Far Left Shallow, Inaccuwrate, or Unfair (D) -

Far Right Shallow, Inaceurate, or Unfair (D) -

Far Left Fake News

Far Right Fake newsa (F)

AN

You Rate Mews

C ]
-

— 1

]

kit _")lhddl 1 year | =

by Vﬂdﬂ;ﬁ}\
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2.11 Managing User Accounts

A user management section is available to administrative users. This restricted section allows users to

be elevated to Trusted or Administrator status. The Admin user may also Block or Inactivate users.

User accounts may also be deleted completelystlizaadmin users will have the ability to mark all of a

IAPSY dzaSNDa NI GAy3da +a Yt A Gig@edshovstheidoSal iBe@aSy (i 2 T

Figurel8
You Rate News
<3 o x Q [http:waw.roumtenews.cﬂm ] (q }

' N anage U/sers min Screen ello Bre nterna ser
' M Users Admin S Hello Brett (Internal U
You Rate News
@ search by name, email and Status )
Hame Account Email Signup Date  Update Status Stotws Date Status Set by # Ratings  Actions
Jim Gordoen jgordon@xyz com 313/ 2017 Actve hd 332017 behelley@xyzcom 12 ﬁ @

Trusted

Administrator
Tony Pink Lpink@xyz com  3/13/2017 Blocked AM3207  behelley@xyzcom 0 ﬁ @

Inactive
Riobert Seamon  rseaman@xyz.com 3,13/ 2017 Violid AM13/2077  bshelley@xyz com 6 ﬁ @
John Seaman jeeaman@wyz com 3,90/ 2017 Bogus 20207 behelley@xyz com 2 ﬁ @
Howard Meyer hmeyer@uyz com 3/9/2017 Malicious /2007 behelley@xyz com 1 ﬁ @

by Vﬂdns_ii}\

2.12 Summary

The YouRateNevsite isintended to satisfy several basic requirements. The application supports users
establishing an account on the site. Logged in users can then rate news articles. The site calculates
aggregate ratings in the background. All users can search through these aggregated ratings to compare
the ratings of news organizations and/or authors. Behind the scenes, the site enables trusted users to
review the quality of data from malicious usersdabad data. These are the core pieddswever, the
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requirementslisted above g not exhaustive; asthe YouRateNewapplication gets constructed, more
requirements will belushedout.{ 2> f SGQa {SSL) Y2@Ay3o®
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3 The Benchmarking Sprint

It is important tobenchmark software solutions against thestmarket solutions.L & A& G KA & I dzi K
belief that theYouRateNewslea is uniqueThe idea enables to rate articles by quality, left/right

leaning, or mark articles as fak&hese ratingseg tallied into a score that measures news quality and

bias.No other site does this. However, research shows that some attempts have been made in this
RANBOUlA2Y ® {2 tS0Qa O60SYOKYFNJ] &AYAfI NI ARSI G2 N

3.1 Benchmarking ratethepress.com
While checking for available domain names, this author discovered that the domain

www.ratethepress.comvas taken. | went to the site with the fear thihis grandidea hal already been
realized This is not the casgvhew!). Figurel9a K2 g a GKS aAidSQa K2YS LI 3So

Figurel9
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